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1. a)
What is a computer file?
Is an electronic structure for text, graphic, video or information
Is a combination of all or some of the files given a name.

b)
Mention any three operations which can be done on a file

· Edit 

· Delete

· Update 

· Rename 

· Convert from one format to another

· Encrypt  

· Send a file

· Combine / split

· Open / close

· Zip

c)
State the features that may ensure the heading to stand out

· Bold

· Italics

· Underline

· Font size (allow lettering).

· Alignment e.g. left or right or center aligned.

· Colour

· Bordering (box)

· Highlighting/shading background

· Automatically applying a style

· Word Art

2. a)
What is a computer peripheral?

It is a device attached to the computer to give it more meaning or a device attached to the computer usually by cables such as a printer.

b)
Suggest ways in which data can be entered in the computer

· Keyboard

· Mouse

· Scanner

· Digital camera

· Webcam
· Flash disk
· etc.

c)
Outline ways of keeping data secure for an organization
· Avoid direct sunlight and high Temperatures that may damage hardware components.

· Always use surge protectors, Uninterruptible Power supply (UPS) or voltage stabilizers to ensure steady power supply to safeguard their system. 

· Burglar proofing to avoid unauthorized access to computer room. Fit strong locks, doors, windows and roofing.

· Always install lightening conductors to the computer laboratory to protect the machines and the users of the computers.

· Regular servicing should be done for hardware and software updates to ensure proper working conditions of the computers

· Always use and regularly updated antivirus software. Viruses and worms are horrible computer-unfriendly programs that can crash your system and cause damage.

· Carry out Disk Defragmentation when necessary. Disk Defragmentation is the process in which scattered pieces of individual files and free space are reorganized and stored in an adjacent manner (next to each other) on the disk.

· Use of passwords onto your computers.

· Installing firewalls

· Employing security guards to guard against unauthorised users.

· Encryption of data.

· Backing up data files on the net and other removable storage devices.

3. a)
Mention the features of paint programme

· Pencil

· Eraser

· Colour picker

· Magnifier

· Text

· Brushes

· Rotate

· Resize

· Select

· etc.

b)
What is the difference between softcopy and hardcopy?

Softcopy is information produced in a seemingly intangible form for example information produced on a visual display unit whereas hardcopy information produced on a tangible medium for example a print out on a paper.

c)
List any three computer outputs

· Texts

· Sounds

· Images/pictures

· Videos

· Audio information

· etc.

4. a)
What is a computer crime?

Is unauthorized or illegal activities done by using a computer.
b)
Outline ways in which computer crimes are committed

· Data manipulation: involves altering data that enters or exists in a computer.
· Time bomb: this is coding of a computer program to destroy itself after it has been run a certain number of times.
· Computer virus: a program that enter a computer with an aim of destroying its routine performance.
· Trap door: creating of a special password that gives its creator a sole access to the system.
· Data stealing: is using a computer to steal information that has been gathered for someone else’s legitimate use.
· Eavesdropping:  tapping without authorization into communication lines over which computer data and messages are sent.
· Industrial espionage: using a computer to steal designs, marketing plans or other trade secrets from one company and sell them to another company.
· Computer Piracy: this is making unauthorized copies of copyrighted computer software.
· Fraud: this is the use of computers to cheat other people with the intention of gaining money or information.
· Sabotage: this is illegal destruction of data and information with an aim of causing great loss to the organization.
· Trespass: this is the art of gaining access or entering into a computer system without legal permission.
· Cracking: this refers to the guess work over and over again by a person until he / she finally discovers a weakness in the security policies or codes of software for a reason of misuse of use of the resource or perform fraud.
· Hacking: this refers to intentionally breaking of codes and passwords to gain unauthorised entry to a computer system data and information files for fun.
· Social engineering.

· Harassment.

· Session hijacking.

c)
State ways of safeguarding against computer crimes

· Installing latest antivirus computer program.
· Activating firewalls.
· Sensitizing users about dangers of a computer virus.
· Never install programs you are not sure of.
· Limit access by using passwords.
· Penalizing offenders who install and download unlicensed software programs.
· Use of callback systems.
· Documenting user activity using a computer audit logbook.
· By setting up strong burglar proof to control hardware safety.
· By spelling out dos and don’ts while in a computer laboratory.

· By encrypting computer files.

· By carrying out digital forensics overtime.

· By frequently backing up data.

· Search of user’s facilities and computers.

· By disabling some features in a Microsoft Windows.
5. a)
What is the difference between operating system and utility software
An operating system is a group of computer programs that coordinates all the activities among computer hardware devices, whereas a utility program is part of system software which is designed to configure, analyze, optimize and maintain a computer in its working operations. 

b)
Outline the functions of utility software
· Listing files on a disk

· Backing up data or back up of files

· Deleting files

· Repairing damaged files e.g. Norton anti-virus

· Detecting and removal of viruses and errors

· Data recovery that is use of disk repairing software like scan disk, Norton disk doctor (NDD)

· Copying files (back up utilities)

· Compressing files i.e. data compression

· Sending files to the printers

· Sorting data (file compression utility)

· Disk fragmentation

· Data communication software
6. Why is it important for a school to have a web site? 
· Communication: the school can reach out to wider audience world wide eg in students recruitment 
· Resource mobilization: the website can be used for resource mobilization as it can reach out a wider supporting audience

· Advertisement: the website can provide general information about the school; the can provide forum for discussion of issues by using blogs etc.

· Teaching and learning: The website can provide subject content notes to students.

  It presents an opportunity for learning skill building for students   involved in its design.

  The school community can collaborate with other student worldwide for project based learning 

· Collaboration and networking: the website can provide a forum for students and teachers to collaborate with the outside world.

· Forum for evaluation: The website can provide a forum for parent and alumni feedback across the board
· Storage facility: The student achievement data can be posted on the website for easy access by stakeholders

· Teacher collaboration: the website can provide a forum for teachers to collaborate with the teachers worldwide as a community of practice.

· Publishing: the website can enable both students and teachers to publish their work.
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